Genetic research holds the promise of unlocking secrets of COVID-19 and opening new avenues for mitigation \[[@bb0005]\]. Among suggestive findings to date is a possible correlation between disease severity and DNA polymorphisms in the virus host factors *ACE2* and *TMPRSS2* \[[@bb0010]\]. Findings on genetic correlates of COVID-19 progression may lead to better understanding of the cellular mechanisms of susceptibility and resistance and may enable predictions of individual risk for severe disease progression.

Discrimination Risks {#s0005}
====================

However, such advances come with a significant social risk in the potential for a new form of discrimination. Until a vaccine or effective treatment is available, those whose genomes make them especially vulnerable might be considered ill-suited for exposure-prone jobs, especially in health care. They might also face resistance in other spheres, such as health-related insurance, apartment leases, nursing home placements, and even bank loans. Conversely, those found to have genetic resistance may be treated more favorably in these regards.

Governments would also face incentives to favor those with genetic resistance to COVID-19 in disease mitigation strategies. 'Genetic passports' exempting genetically resistant individuals from strict social distancing restrictions would enable states to avoid more widespread lockdowns. Those with genetic markers for susceptibility would face stronger restrictions.

A similar mechanism has been proposed for 'immunity passports', which assume that an individual has acquired immunity to the disease based on a serologic test. This idea has already raised concerns of a number of negative social effects. For example, they would erode privacy, disadvantage marginalized groups, advantage those with better access to tests, create new forms of social stratification, and facilitate new forms of discrimination \[[@bb0015]\]. Genetic markers raise even greater concern in this regard, as they are immutable. Those born with genetic susceptibility will always have it, while those who lack immunity because they have not been exposed to the virus can later acquire it. Moreover, those with known genetic susceptibility would be less likely to acquire antibody-building exposure because of their heightened need to avoid the disease.

Inadequacy of Current Legal Protections {#s0010}
=======================================

Current legal protections and their ethical foundation are ill-suited for this challenge. The four principal federal statutes that address genetic privacy and discrimination contain significant gaps. The Health Insurance Portability and Accountability Act (HIPAA), through its Privacy Rule, restricts the use and disclosure of 'Protected Health Information', which includes the results of genetic tests along with other patient medical information. However, there is an exception for the sharing of data in deidentified form for research, which is concerning because it is becoming increasingly easy to reidentify anonymous genomes \[[@bb0020]\]. The Common Rule, formally known as the Federal Policy for the Protection of Human Subjects, applies to research funded by several federal agencies and requires researchers to communicate risks and benefits of research to human subjects and to obtain their written consent. However, it does not apply to research funded by nongovernmental entities, and isolated genetic biospecimens do not ordinarily qualify as 'human subjects' \[[@bb0025]\].

The Genetic Information Nondiscrimination Act (GINA) prohibits employers and health insurers from using genetic information in hiring or promotion and in underwriting and setting health insurance premiums, although the Affordable Care Act has made the insurance protection irrelevant. However, the law does not extend beyond these two contexts, leaving it possible to discriminate with regard to life insurance, disability insurance, long-term care insurance, housing, and consumer finance \[[@bb0030]\]. The Americans with Disabilities Act (ADA) prohibits discrimination in employment and public services based on a disability, a history of having had one, or a perception of having one. However, the law's protection applies only to disabilities that have already manifested, so susceptibility to a condition is not covered before symptoms appear.

The Need for an Updated Ethical Framework {#s0015}
=========================================

The ethical framework underlying these laws is similarly obsolete. It places primary emphasis on autonomy in protecting privacy and on beneficence in protecting those found to have genetic vulnerabilities. The seriousness of the COVID-19 pandemic elevates the crucial importance of research in the face of a global crisis; thus, a fresh consideration of the relative value of individual protection and research promotion is needed.

To honor beneficence, we must weigh the vulnerability of those who are most genetically susceptible to the disease against that of those most likely to suffer the burden of indiscriminate social distancing restrictions. To honor autonomy, we must protect the privacy of genetic findings, but would we permit those who are genetically susceptible to ignore their heightened risk and possibly expose others to infection? Alternatively, we might ground new legal protections in utilitarianism, seeking the greatest good for the greatest number of people, but doing this requires an inherently controversial and subjective balancing of social harm from genetic discrimination against the loss of health and life from the disease.

Avenues for Reform {#s0020}
==================

There are opportunities for legal reforms through regulations that embody a broadened ethical foundation and more effectively balance individual rights and research progress. As a start, the Privacy Rule could add narrower limits on sharing identified genetic information, except in the context of clinical need and then only in the most compelling circumstances. It might also require that genetic information be stored separately from the rest of the medical record. The Common Rule could set stricter parameters for collecting, storing, and sharing genetic information, including requirements for encrypting data and restricting access, coupled with more vigorous oversight by institutional review boards (IRBs). Implementing regulations under GINA could add COVID-19 susceptibility as an explicit example of the kinds of genetic tests that are subject to the law. Implementing regulations under the ADA could characterize COVID-19 susceptibility as a covered disability that is protected from discrimination. A disability under the Act is defined as an impairment of an essential life activity, and COVID-19 susceptibility could restrict the ability to socialize freely. Regulations could also define the kinds of measures, defined in the law as 'reasonable accommodations', that are appropriate for susceptible individuals to balance costs against risks.

In the longer term, new legislation might designate a single federal agency as the lead in regulating genetic risks, including those from COVID-19 susceptibility, to reduce inconsistencies and gaps in coverage and enforcement. Of course, the creation of such a body would require political consensus, which may be difficult in the current political environment.

None of these changes would unreasonably burden genetic investigations concerning COVID-19. Identified information could still be exchanged as needed for clinical care and for research. However, the risk of unauthorized disclosure and discrimination would be diminished, albeit not wholly eliminated. In the longer term, an effective vaccine would greatly mitigate both sets of concerns, but even if it were readily available, questions would still arise as to access, allocation, and acceptance.

COVID-19 has already forced us to confront ethical challenges for which we were unprepared, such as allocating scarce equipment and medications and limiting civil liberties to control disease spread. The sooner we consider responses to the legal and ethical challenges of genetic research, the better prepared we will be.
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